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Hardware / Driver Guard

70T pa3gen nepeHéc B DevOps Tools norunky aByx cTapbiX yTUANT:

e | Audion Windows Driver Update Blocker ;
e | Audion NVIDIA HDMI DP Audio Killer |
Crapble BHelHMe nanku 6osblue He HY>HbI ana paboTel GUI/CLI. Paboune ckpmnTbl Tenepb nexar

BHYTPMW npoekTa:

system_core\windows_driver_guard

system_core\nvidia_audio

OkHoO BbI3bIBaeT Mx Yepes obwui service layer, PowerShell nporpammbl ( App\AudionPs.exe ) 1
XypHan onepaumin DevOps Tools. PyuHown CLI-goctyn BbiHeceH B | cli\launcher_hardware.cmd ;
rnaBHbii | Llauncher_project.cmd v | launcher_project_ru.cmd npocTo OTKPbIBAOT 3TOT

MogaynbHbINn launcher.

CLI-chov HamepeHHO KOPOTKUIA: 3TO He NOJIHOe Bocnpoun3BeseHne ctapbix TUL, @ OCHOBHbIE KOMaHZAbI

13 NPOTOTMNOB Ha cayydan, ecam GUI He Hy>KeH nan HeJOCTyMeH.

Driver Update Blocker

FnaBHbIN cueHapwuii - 3anpetuTb Windows Update silently nogmeHsTb paboune aparisepbl.
PekomMeHayembIV MOPAAOK:

1./ MpoBepuTb 3aunTy ApaiBepos .
2. bnokupoBaTb pApaiiBepbl Windows Update .

3. Reboot.

4. CHoBa | [lpoBepuTb 3awuTy ApaiiBepoB .
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KomaHnga block genaet backup policy-kntouen n skatoyaer:

¢ | HKLM\SOFTWARE\Policies\Microsoft\Windows\WindowsUpdate\ExcludeWUDriversInQualityUpdate
=1 X
e policy/current settings ana otkntouenmsa driver wizard search yepe3 Windows Update;

e policy ans 3anpeTa aBTOMaTM4eckon 3arpy3km device metadata.

OduumanbHaa ocHoBa: Microsoft gokymeHTnpyeT ExcludeWUDriversInQualityUpdate kak Update

Policy CSP, koTopbii nckntouaet agparsepsbl 13 Windows quality updates.

NVIDIA Driver Install Restrictions

370 60onee y3kmu cnon: 3anpetutb Windows yctaHaBanBaTb/06HOBAATL ApanBep and Tekywmx NVIDIA

PCl yctpowcts uepe3 Device Installation Restrictions.
Ob6bIYHBIA MOPAJOK:

1. NMocTtaBnTb Bpy4Hyto HyxHbIn NVIDIA-gpariBep.

2. MpoBepuTb 3auuTy ApaniBepoB .

3. OctaBuTb | 3anpeT U AN y#He YCTAHOBJIEHHbIX BbIKNHOYEHHbIM.
4. 3anpeTuTb yCcTaHOBKY pApaiiBepos NVIDIA .

5. Reboot.

3anpeT M Ans yke ycTaHoBAEHHbIX onaceH: Windows MOXeT NpYMeHUTb 3amnpeT K y>Xe

ycTaHoBAeHHbIM matching devices. O6bIYHO OH He HY>XEH, eC/V TeKYLLMIA AparBep yxe pabounil.

Include compatible IDs pacwmpsaeT matching; Bkaroyats Tonbko ecan Hardware IDs

HEeAO0CTaTO4YHO.

OdwuuymanbHaa ocHoBa: Device Installation Restrictions - fokyMeHTpPOBaHHbIN policy-MexaHn3Mm
Windows.  DenyDeviceIDs 3anpeluaeTt ycTaHOBKY/OH6HOBEeHMe yCTpoKncTB, Ybh hardware ID nan

compatible ID ectb B cnucke.

Ans 6bicTporo npumeHeHns NVIDIA lock 6e3 GUI B kopHe npoekTa ecTb wrapper:

cli\Lock-NVIDIA-Driver-Installs.cmd

OH BbI3bIBaEeT akTyasbHbI  Block-NVIDIA-Driver-Updates.psl , cam uwet present NVIDIA PCl

devices n no ymonuanuto nuwet Tonbko NVIDIA Hardware IDs 6e3 retroactive removal. s
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aBTo3arpy3ku uau Task Scheduler moxHo ncnonb3oBatb | cli\Lock-NVIDIA-Driver-Installs.cmd -

—-no—-pause . [lonosHuTenbHble expert-gpnarn: | ——include-compatible u | --retroactive .

Custom HWID Install Restrictions

10T cnori genaet 1o xe, uto NVIDIA restrictions, Ho 6e3 npuessku k vendor profile. B none

Hardware IDs MOXHO BBECTU OAWUH Uan Heckoabko HWID:

PCI\VEN_8086&DEV_U6A8&SUBSYS_22E717AA
PCI\VEN_8086&DEV_L6A8&SUBSYS_22E717AA&REV_0OC

Ana Tekywen Intel Iris Xe GUI noka3biBaeT OANH MOHATHbIV HWID gns 3awnThl :

PCI\VEN_8086&DEV_U6A8&SUBSYS_22E717AA

.. .&REV_OC He Hy>HO gep>aTb B BUAMMOM nosie obbiyHoro blocker. OH ocTaérca BHyTpeHHMM alias:
status/unblock HangyT n ctapyto  REV -3anucek 3a cuét prefix match, ecam oHa y>xxe 6bina 3anmcaHa

CTapbIM NPOTOTUIMOM.
B GUI 310 pa3geneHo Tak:

e 06blyHaa HWID-3awmTa ApanBepa YCTPOWCTBa MOKa3biBAET TONLKO MHPOPMALIMOHHBIN badge

O6bwun “ oaHO nose | HWID pgna 3awuThl |;
® aBapuiHbIM rank repair AonoaHWTENbHO NokasbiBaeT warning badge OEM REV alias

.. .&REV_OC , noTOMY 4TO 3TO Mpu3HaK y><e normMaHHoro OEM/REV-xBoCTa, KOTOPBIN HY>HO

yumnTbIBaTb NpU peMoHTe/cleanup.

311 Intel Iris Xe 3HaueHMs U3 MCXOAHOrO NPOTOTMUMNA OCTaB/IEHbI KaK BCTPOEHHbIN protected cache: GUI
nokasbiBaeT kHornky  Intel Iris Xe , none | HWID ana sauuTbl 3anonHeHo recommended ID no
ymonyaHwuto, a PowerShell-ckpunTbl ncnosnb3ytot 31oT cache kak fallback, echiv HWID He nepegaH. 310
He Nosb30BaTeNbCkas NCTOPUA M He runtime cache, KOTOPbI MOXHO CAyYalHO OUYUCTUTb Yepes

cleanup.

CKpuNT NULIET TONbKO BbiOpaHHbIe 3HayeHna B DenyDeviceIDs , COXpaHAET yXe CylecTBytoLme
yyxxme entries 1 npu unblock yaanset Tonbko coBnagatowme HWID. 310 6e3onacHee cTaporo

TOYEYHOro NPOTOTMUMNA, KOTOPbIA MOT CHECTM Becb subtree DenyDevicelDs .
OO6bIYHbIV MOPAAOK AN OCO3HAHHOTO OOHOBAEHMA ApaliBepa:

1. MpoBepuTb TeKywuit 3amoK .
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2./1. Pasz6nokupoBaTb nepen OGHOBMIEHMEM .

3. MocTaBuUTb HY>XHbIK manual/generic driver.

4. TMpoBepuTb, UTO Hy>XKHasA Bepcua cTana active/best-ranked.
5.12. 3abnokupoBaTb Nocne YCTaHOBKMU |

6. Reboot.

Mo ymonuaHuto targeted block cHumaet global | ExcludeWUDriversInQualityUpdate , utobbl He
Aep>kaTb BCHO CUCTEMY B pexkrMe noaHoro 3anpeta gpavisepos Windows Update. Ecam Hy>keH cTtapbiv

rnobanbHbi guard, BkarounTtb advanced option  OctaeuTb o6uuin 3anpeT gpansepos WU .

Ana 6bicTporo npumeHeHus Tekyuero Intel Iris Xe lock 6e3 GUI B kopHe npoekTa ecTb wrapper:

cli\Lock-Intel-IrisXe-HWID.cmd

OH He coaep>XmnT cOBCTBEHHOM NOTVIKM, a Bbi3biBaeT akTyasbHbl | Set—-HardwareId-
DriverInstallRestriction.psl ¢ HWID PCI\VEN_8086&DEV_uU6A8&SUBSYS_22E717AA . Ana
aBTo3arpy3ku uau Task Scheduler moxHo ncnonb3osatb | cli\Lock-Intel-IrisXe—-HWID.cmd —-no-

pause |, UTOHbI OKHO He XKAaN0 KaaBun nocne BbIMOJHEHUA.

Driver Rank Repair By HWID

OTO aBapwiHbIN cLeHapuii and live-cuctembl, rae yxxe aktueupoBancs nioxon OEM package n

nepebuBaeT Hy>xHbI generic driver no rank/version.
Ckpwunr:

1. HaxoauT present device no BeegéHHoMy HWID nan ncnonb3yet BpyYHyto 3agaHHbiin  ID

3K3emnaspa ycTpoicTea .

2. Co3gaért preflight backup bundle B
backup\driver_guard\rank_repair\RankRepair_...\preflight_backup .

3. NpoBepseT TekyLLyt BEPCUIO ApaiiBepa NPOTMB  lnoxas Bepcus apaiieepa .

4. Nuwet target INF B Driver Store no | HywxHas Bepcus ppainsepa v HWID; npu HeobxoanmocTtn

MOXHO 3aJaTb TOYHbIA MyTb k INF uenu .
5. 3kcnopTupyert crapbiil INF package B | backup\driver_guard\rank_repair .
6. Ypanset old INF package uepe3 | pnputil /delete-driver ... /uninstall /force .
7. CtaBut target INF uepe3s | pnputil /add-driver ... /install .

8. [enaet rescan/restart yctponctBa n npumensert targeted HWID block.
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Preflight bundle coxpansert:

e policy REG backups: | DeviceInstall\Restrictions 1 WindowsUpdate |

device REG backup: SYSTEM\CurrentControlSet\Enum\<DeviceInstanceId> ;

class/driver/service REG backups, ecim Windows otgaét | ClassGuid , driver key u service;

e device_snapshot.json c PnP properties, signed-driver data, HWID, class/service markers;

before_device_drivers.txt un before_class_drivers.txt ;

RESTORE_NOTES . txt psgom c repair log, koraa repair goxoauT o Bbibopa old/target INF.

Ana PCI + Storage/System/ACPI/Bridge , USB controllers/root hubs n agpyrnx kpacHbix 30H 3TOT
backup obs3ateneH ans pyuHoro aHanvsa. OH He npeBpaLlaet registry import B 6e3onacHyto KHOMKyY

oTKaTa, HO OCTaBAsIET TOUHbIN CHUMOK Toro, 4to Windows 3Hana 06 yctpoictee go destructive repair.

Ans Intel Iris Xe Tekywme defaults octaBneHbl kak ya06HbIN preset:

r
Visible HWID:
PCI\VEN_8086&DEV_U6A8&SUBSYS_22E717AA

Internal cleanup alias:
PCI\VEN_8086&DEV_U6A8&SUBSYS_22E717AA&REV_0OC

Bad driver version: 32.0.101.7026
Target driver version: 32.0.101.7085

\

Rank repair - He 06bI4YHbIN NyTb 0O6HOBAEHMA. [INa fpyroro >kenesa ob6a3aTesIbHO CHayana BbINMOAHUTb
MpoBepuThb Uenb paHra , ybeantbca B BbIBpaHHOM YCTPOWCTBE U BepCUAX, 3aTeM Npwu

HeobxogmmocTtu cy3uTb | Wllabnon INF uenu wam ykasatb NyTe Kk INF uenn .

Mo yMon4YaHuto repair Tenepb octaHaBaMBaeTcs, ecam Hawén INF ¢ Hy>XKHOW BEPCMER, HO He HaLlén
BHYTpW Hero ykasaHHbIi HWID. Expert fallback  Allow version-only INF fallback Hy>eH TOAbKO
nocne py4Hou nposepku koHkpeTHoro INF. Ctapeiv primary INF package gonxeH ycnewHo

skcnoptnposatbca A0  pnputil /delete-driver ; nHaue destructive repair He npogoskaeTca.

Driver Store Backups

CoxpaHuTb onucb Driver Store  coxpaHseT oT4yeTbl 6e3 akcnoprta driver packages B

backup\driver_guard\manifests :

e  pnputil /enum-drivers ;
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e | systeminfo ;

e | Get—-WindowsDriver -Online .

JKcnopTUpoBaTh yCTaHOBMEHHble ApaiiBepbl coxpaHsaet third-party INF-based packages v3 Driver

Store B | backup\driver_guard\driver_store uyepe3 Export-WindowsDriver uau DISM fallback.

BoCCTaHOBUTbL 3KCMOPTUMPOBAaHHbIE ApaiiBepbl  3aMycKaerT:

pnputil /add-driver "<backup>\drivers\*.inf" /subdirs /install

B GUI restore He nHTepakTuBHBbIN: backup Bbibupaetcsa 13 dropdown. MycTon BbIGOP 03HaYaeT camblin
cBexwuii backup. PyuHoe none | Manka konun BpyYHY MOXHO MCMOAb30BaTb ANS Nanku C

drivers\ wau INF-pavinamn.

Jlyywee npaBuio: BocCTaHaBAMBaTb ApaviBepbl C TOW e MallWHbl UAn oveHb 6am3koro hardware

profile.

NVIDIA HDMI/DP Audio

70T 610K peLuaeT oTAeNbHYHO pasgpaxatowyro npobaemy: Windows/NVIDIA co3garot

ayAnoyCcTporCTBa MOHMTOPOB M NMPOEKTOPOB, KOTOPble MOTOM /1e3yT B cnucok playback devices.
MSArknin pexxmm:

1.| CraTtyc 3Byka NVIDIA .
2. 9kcnopTtupoBaTb ID 3Byka NVIDIA .

3. OTknwunTb 3ByK NVIDIA HDMI/DP .
XKectknn pexxmm:

1. 3anpetuTb 3Byk NVIDIA HDMI/DP nonuTukom .
2. Reboot.

[Ans 6eicTporo npumeHeHus 3toro policy 6e3 GUI B kopHe npoekTa ecTb wrapper:

cli\Lock-NVIDIA-HDMI-DP-Audio.cmd

OH BbI3biBaeT  Block-NvidiaHdmiDpAudioPolicy.psl , coxpaHseT backup tekywen Devicelnstall

policy, 6nokupyet Tonbko NVIDIA HDAUDIO IDs Buaa  HDAUDIO\FUNC_01&VEN_16DE... w oTkatouaer
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y>e yctaHoBaeHHble matching NVIDIA HDMI/DP audio devices. ins aBTto3arpy3ku uau Task Scheduler

MO>XHO MCMno/b30BaTthb | cli\Lock-NVIDIA-HDMI-DP-Audio.cmd —--no-pause .

Backup policy nepeg namenennamm coxpansetca B backup\nvidia_audio , akcnopt ID - B

output\nvidia_audio |, state ana oTkata - B | data\nvidia_audio |

Ckpwunt cneumansHo 6n10okupyet Tonbko NVIDIA HDAUDIO codec IDs Buga:

[ HDAUDIO\FUNC_01&VEN_16DE. ..

OH He 6n0knpyet GPU PCl IDs Buga PCI\VEN_16DE. .. w» He Tporaet obblYHble ayanonHTepdhenchbl
Bpoae Audient, Realtek nan Bluetooth Audio.

Uto He flenaer Pa3aen

e He ypansetr WebView/Edge/Photos/Media Player.

He ckauvBaeT gpaliBepbl U3 UHTEPHETA.

He 3ameHsier OEM updater-npunoxerus Lenovo/NVIDIA/Intel.

e He rapaHTupyeT, UTO CTOPOHHASA YyTUAMTA NPON3BOANTENS HE MOCTaBUT ApariBep cama.

70T pasgen ctaBut admin-policy npegoxpanutenn Bokpyr Windows Update n Device Installation, a He

npespaLlaeT cuctemy B immutable image.

NcTtouHunkm Microsoft

¢ https://learn.microsoft.com/en-us/windows/client-management/mdm/policy-csp-

update#excludewudriversinqualityupdate

e https://learn.microsoft.com/en-us/windows/client-management/manage-device-installation-with-

group-policy/

e https://learn.microsoft.com/en-us/windows/client-management/mdm/policy-csp-deviceinstallation
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